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Summary
Offensive cyber capabilities involve the use of a combination of technologi-
cal, human, and organizational resources to manipulate, hack, damage, or 
destroy digital services or networks (Egloff & Shires, 2020). There is a grow-
ing convergence between offensive cyber capabilities and physical warfare. 
As the International Committee of the Red Cross (ICRC) recently pro-
claimed, cyber operations are now a “reality in contemporary armed conflict” 
(ICRC, 2019: 2). 

Yet despite the increased use of offensive cyber capabilities in armed 
conflict, there does not yet exist any guidance for peace practitioners on if, or 
how, peace processes may need to evolve with this trend. This paper rep-
resents one of the first attempts to address this lacuna, focusing specifically 
on how developments in offensive cyber capabilities might impact efforts to 
negotiate and implement ceasefires. It also sets out and analyzes possible 
adaptations and responses. 

Ceasefires are arrangements during armed conflict whereby at least 
one conflict party commits to cease hostilities from a specific point in time 
(Clayton et al., 2019). The ceasefire negotiation process is where conflict par-
ties, often supported by peacemakers, devise an approach to cease hostilities 
and manage the specific military technologies used in the conflict. Effective 
agreements tend to specify the prohibited behaviors in all relevant forms of 
warfare. Where cyber operations have featured in an armed conflict, a poten-
tially hazardous ambiguity is created by a failure to prohibit certain offensive 
cyber capabilities clearly or to put in place structures to manage and resolve 
incidents that arise in cyberspace during the implementation of a ceasefire. 
This is especially the case given the still evolving military application of these 
capabilities and the lack of consensus as to when the effects of a cyber oper-
ation rise to the threshold of an armed attack, creating ample room for mis-
calculation by conflict parties. The authors provide three recommendations 
to aid peace practitioners involved in designing talks to stop hostilities: 

1.	 Conflict analysis: Conflict analysis undertaken prior to a ceasefire negotia-
tion should assess the presence or absence of offensive cyber capabilities 
and operations in the conflict landscape. 
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2.	 Process design: Where and when offensive cyber operations pose a salient 
threat to the stability of a prospective ceasefire, they should be incorporat-
ed into the negotiations process design. 

3.	 Provisions and conceptual frameworks: When conflict parties opt to incor-
porate a restraint on cyber operations into a ceasefire agreement, agreeing 
on the broad goal of the cyber dimension of the ceasefire could help de-
termine a suitable cyber ceasefire conceptual framework and associated 
technical provisions. The authors propose four possible options for cyber 
ceasefire conceptual frameworks (“Acknowledgement,” “Constraint and 
Coordination,” “Comprehensive Management,” and “Cooperation”) as 
well as combinations of associated technical provisions.
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1.	 Introduction
There is a growing convergence between cyber activities and physical war-
fare. However, despite the increased use of offensive cyber capabilities in 
armed conflict, there is still no guidance for peace practitioners on if, or how, 
peace processes may need to evolve with this trend. Academic literature is 
similarly underdeveloped in this area. This paper is, to the best of our knowl-
edge, the first effort to address this lacuna. It focuses specifically on how 
developments in offensive cyber capabilities might impact efforts to negoti-
ate and implement ceasefires, and it sets out and analyzes possible adapta-
tions and responses. 

Offensive cyber capabilities involve the use of a combination of tech-
nological, human, and, organizational resources to manipulate, hack, dam-
age, or destroy digital services or networks (Egloff & Shires, 2020). They are 
increasingly being used as a tool to engage in or accompany physical warfare. 
For example, in recent years, we have observed cyberattacks targeting critical 
infrastructure as part of the ongoing conflict in Ukraine (Greenberg, 2017), 
the Israel Defense Forces destroying a building in Gaza that allegedly housed 
Hamas’s cyber command (Newman, 2019), US airstrikes killing alleged 
hackers from the so-called Islamic State in Syria (Ackerman, MacAskill & 
Ross, 2015), and several governments shutting down internet networks to 
gain a tactical advantage during military operations in contested (internal) 
regions (Gohdes, 2015). While cyber operations have been part of strategic 
military planning since the 1990s (e.g., the US Department of Defense’s 
1997 “Eligible Receiver” and 1999 “Zenith Star” exercises), advances in tech-
nology mean an increasing number of diverse conflict parties now treat cy-
berspace as a domain of warfare. As the International Committee of the Red 
Cross (ICRC) recently proclaimed, cyber operations are now a “reality in 
contemporary armed conflict” (ICRC, 2019: 2). Their military use is only 
expected to expand (United Nations, 2021: 3). 

Despite these developments, there remains a lack of consensus re-
garding the military effectiveness of offensive cyber capabilities during 
armed conflict. Of the few empirical studies that exist on this issue, a number 
call into question the widespread viability and efficacy of these new cyber 
tools (Gartzke, 2013; Lindsay, 2017; Maschmeyer, 2020). This leaves scholars 
of cyber conflict with a dilemma “overstate the potential lethal and physical 
harm caused by offensive cyber capabilities in order to secure policy-makers’ 
attention”, or characterize cyber capabilities as mostly non-violent, compar-
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atively insignificant and risk overlooking the effect that they can have on the 
course of current and future conflicts (Shires & Egloff, 2020). We counsel 
against this binary framing. The introduction of a new mode of conflict, even 
if limited in scope and effect, is important to consider from the perspective 
of the peace process, in particular with regards to the stability of ceasefires. 

Ceasefires are publicly announced arrangements during armed con-
flict whereby at least one conflict party commits to cease hostilities (and 
potentially other defined behaviors) from a specific point in time (Clayton et 
al., 2019). Conflict parties use ceasefires to address violence before, during, 
and at the conclusion of negotiations around the broader set of contested 
political and security issues (Brickhill, 2018). The ceasefire negotiation pro-
cess is where peacemakers and the conflict parties devise an approach to 
cease hostilities and manage the specific military technologies used in the 
conflict. For almost two decades, practitioners have consistently held that 
specificity and detail are paramount to the success of a ceasefire (Haysom & 
Hottinger, 2004; Potter, 2004; United Nations, forthcoming). Thus, effective 
agreements tend to specify the prohibited behaviors in all relevant forms of 
warfare, and they put in place structures to manage and resolve any subse-
quent incidents or violations. 

Particularly where cyber operations have featured in an armed con-
flict, a potentially hazardous ambiguity is created by a failure to prohibit 
certain offensive cyber capabilities in a clear way or to put in place structures 
to manage and resolve incidents that arise in cyberspace during implemen-
tation of a ceasefire. In particular, the difficulties in attributing responsibility 
for cyber operations, and the capacity of these tools to inflict a range of phys-
ical, economic, and political costs on adversaries, represent new and import-
ant risk factors to the stability of ceasefire regimes. 

In order to aid peace practitioners called upon to respond to this new 
aspect of contemporary conflict, we make three key recommendations in re-
lation to designing talks to stop hostilities: 

1.	 Conflict analysis: Conflict analysis undertaken prior to a ceasefire negotia-
tion should assess the presence or absence of offensive cyber capabilities 
and operations in the conflict landscape. 

2.	 Process design: Where and when offensive cyber operations pose a salient 
threat to the stability of a prospective ceasefire, they should be incorporat-
ed into the negotiations process design. This could occur as part of the 
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main ceasefire negotiations or as a separate sub-committee dedicated to 
the cyber-dimension. In either case, this could require the involvement of 
technical experts from the conflict parties and possibly private network 
actors, cyber incident responders, and implicated international actors. 

3.	 Provisions and conceptual frameworks: When conflict parties opt to incor-
porate a restraint on cyber operations into a ceasefire agreement, agreeing 
on the broad goal of the cyber dimension of the ceasefire could help de-
termine a suitable cyber ceasefire conceptual framework and associated 
technical provisions. We propose four possible options: “Acknowledge-
ment,” “Constraint and Coordination,” “Comprehensive management,” 
and “Cooperation”. 

In what follows, we first discuss offensive cyber capabilities, providing basic 
definitions, illustrating their extant use in armed conflict, and exploring 
which categories of capabilities may be most relevant to ceasefire agree-
ments. We underscore here that our main interest is in the deployment of 
offensive cyber capabilities in armed conflict and not their use in other con-
texts, such as the so-called “grey zone” between peace and war. In our discus-
sion, we do, however, cite some examples of cyber operations conducted out-
side situations of armed conflict if they are a particularly clear illustration of 
a certain capability or are generally considered a landmark case. Second, we 
provide a brief overview of the current practice of ceasefires in armed con-
flict, defining key terms and offering a basic description of the functions and 
contents of ceasefire agreements. Third, we make an initial attempt to exam-
ine the prospective incorporation of restraints on offensive cyber capabilities 
into ceasefires. In doing so, we set out why this is necessary, outline associat-
ed challenges, and propose practical options for how restraints on cyber ca-
pabilities could be reflected in broader ceasefire agreements. 
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2.	 Offensive Cyber Capabilities 

2.1.	 What Are Offensive Cyber Capabilities? 

The term offensive cyber capabilities can have a variety of different meanings 
(Shires & Smeets, 2017). We follow Egloff & Shires (2020) in defining 
them as a combination of technological, human, and organizational features 
that jointly enable the adversarial manipulation of digital services or net-
works. The benefit of this definition is that it does not focus on the technical 
details of the software elements or techniques undergirding the offensive 
capability but rather the intended impact or effect of their use: adversarial 
manipulation (i.e., using tools in a manner against the target’s interests) (Eg-
loff & Shires, 2020). In practice, the goal of this manipulation can be to dis-
rupt, deny, degrade, deceive, or destroy adversaries’ access to a system or net-
work or to extract protected or confidential data from such networks (Bodeau 
& Graubard, 2013; Bellovin, Landau & Lin, 2017; Smeets, 2018: 93). Rather 
than present an exhaustive list of all types of offensive cyber capabilities, we 
briefly discuss the most common goals of adversarial manipulation and high-
light their use in, and potential relevance to, armed conflict. We focus on four 
categories of goals, which we present in table 1. Notably, as we discuss below, 
not all of these categories of offensive capabilities are well-suited for inclu-
sion in ceasefire agreements (as opposed to other negotiating tracks of a 
peace process).

Table 1: Offensive cyber capabilities by goal of adversarial manipulation

Infrastructure 
Attack

Data Attack Denial of Service / 
Internet Shutdown

Information 
Extraction /  
Hack and Leak

Examples: 
Stuxnet (2010); 
Ukraine (2015 and 
2016); Iran and 
Israel (2020);  
India (2020)

Examples:
Israel and Syria 
(2007);  
Shamoon 1.0 
(2012) and 2.0 
(2016);  
NotPetya (2017)

Denial of Service:
Estonia (2007); 
Georgia (2009); 

Internet Shutdown: 
Syria (2011-present); 
Yemen (2018); 
Myanmar (2019).

Examples: 
Titan Rain (2003);
Nagorno-Karabakh 
(2020)
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2.1.1.	 Infrastructure Attacks
Sophisticated offensive cyber operations can directly attack strategic military 
and dual-use infrastructure in the opponent’s territory to degrade their per-
formance and even produce physical damage. The underlying intent of these 
types of offensive operations can shift across different phases of a conflict, for 
instance, from reconnaissance or small-scale operations through targeted 
disruption and sabotage attacks, to all-out systems-wide attacks on critical 
military and civilian infrastructure. The latter, for example, could theoretical-
ly attempt to paralyze energy, transportation, or telecom networks or even 
trigger explosions at hazardous sites such as nuclear power plants or oil and 
chemical plants (Shimeall, Williams & Dunlevy, 2001; Clarke & Knake, 
2010). The software elements that undergird these advanced capabilities 
generally have two core components: a penetration component, which is the 
way by which the capability gains unauthorized access to a target network, 
and a payload component. If the payload is designed to cause damage to key 
installations, such as by causing machinery to malfunction, it could theoret-
ically pose a threat to human lives, although to date this form of attack re-
mains extremely rare (Lin, 2010; Lewis, 2011; Lindsay, 2013; Brantly, 2018). 

The first and most well-known example of this type of capability to 
damage infrastructure emerged in 2010, when the US and Israel are widely 
believed to have sabotaged an Iranian nuclear enrichment facility using a 
computer worm that caused centrifuge industrial control systems to mal-
function. This “Stuxnet” case is considered to be the first instance of a cyber-
attack known to have caused physical damage across international boundar-
ies, though the ultimate effectiveness of the operation has been questioned 
(Lindsay, 2013). Ukraine also fell victim to this type of cyberattack on two 
separate occasions in 2015 and 2016, which temporarily took electricity net-
works offline by physically flipping circuit breakers in key substations (Zetter, 
2016). Though the ultimate impact of this type of attack is also questionable 
(Maschmeyer, 2020), the 2015 attack represents the first known successful 
cyberattack on a country’s electricity grid. In another recent high-profile 
case, Iran and Israel used offensive cyber capabilities to target control sys-
tems and cause some physical damage to each other’s water treatment and 
port terminal facilities respectively (Melman, 2020). There is also speculation 
that cyberattacks could have been responsible for a string of explosions in 
Iranian nuclear facilities and a missile base during June and July 2020 
(Sanger, Schmitt & Bergmann, 2020), as well as an electricity blackout in 
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Mumbai during fatal Sino-Indian border skirmishes in the same year (Sanger 
& Schmall, 2021). 

In addition to the direct impact of this type of attack, a further im-
pact, which is more difficult to evaluate, is the psychological effects of cyber-
attacks on sensitive national security infrastructure. In such a context, even if 
the attack produces limited physical damage, it could still alter strategic cal-
culations about whether and how to pursue ceasefire negotiations.1

Aside from their potential stand-alone effects, these types of offen-
sive cyber capabilities have a potential to play a role as enablers for wider 
conventional military operations. A potential example of this could be re-
ports of a cyber subset of US war plans developed for use in a possible future 
conflict with Iran that would “unplug” Iran’s cities, power grid, and military 
in the opening hours of a possible future battle (Schmitt & Barnes, 2019). 
The US reportedly had similar plans for the 2003 Iraq war and 2011 Libya 
intervention, but in both cases the US opted against deploying its capabili-
ties due to uncertainty about the broader effects this might produce and the 
precedent it could set for other cyber powers to follow in future conflicts 
(Nakashima, 2011). 

The use of offensive cyber operations to destroy or disable military 
networks, national infrastructure, or other types of computer systems may 
also occur in a civil war. Looking to the near future, it has been suggested 
that as the “Internet of Things” extends to vehicles and other tools employed 
by non-state armed groups, such as four-wheel vehicles and various types of 
drones, the potential will grow for governments fighting civil wars to con-
duct cyberattacks against the relevant computing components (Bronk & 
Anderson, 2017: 103–104). Examples of cyberattacks against infrastructure 
networks by non-state groups involved in civil conflicts are harder to come 
by, but not completely absent. In May 2019, Hamas’s cyber command in 
Gaza reportedly attempted to undertake a cyber operation inside Israel. This 
apparently unsuccessful operation took place during a period of heavy ex-
change of rocket fire and air strikes between Hamas, Islamic Jihad, and the 
Israel Defense Forces. In response to the alleged cyberattack, Israel conduct-
ed an airstrike that destroyed the building housing the Hamas cyber capabil-
ity (Chesney, 2019). Several years earlier, in 2015, the US claimed that the 
so-called Islamic State had launched cyberattacks on the US electricity grid. 
The US responded with an airstrike in Syria that killed Junaid Hussein, an 

1	� Authors’ correspondence with Jakob Bund, January 2021.
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Islamic State-affiliated computer hacker allegedly involved in the operation 
(Marks, 2015; Bronk & Anderson, 2017). 

Some analysts predict that the low barriers of entry in terms of cost 
and expertise required to deploy basic cyber capabilities could facilitate new 
and expanded asymmetric conflicts, with small states and a range of non-
state groups empowered to conduct cyber guerrilla campaigns against state 
infrastructure (Shimeall, Williams & Dunlevy, 2001; Liles, 2010; Lin, 2010; 
Tikk, Kadri & Liis, 2010; Maurer, 2018). There is already evidence that some 
states are utilizing non-state cyber proxies2 to bolster their offensive cyber 
capabilities (Brantly, 2018; Maurer, 2018). For example, in May 2013, an 
Israeli official indicated that the Syrian Electronic Army, a group of hackers 
that supports the Syrian government, conducted a failed cyberattack against 
the city of Haifa’s water infrastructure in response to an Israeli airstrike in-
side Syria (Ralph, 2013). It is also conceivable that these low barriers of entry 
could be exploited by hard-line factions within conflict parties to spoil the 
negotiations or the implementation of ceasefires that they disagree with.

However, significant infrastructure attacks also often require hu-
man-facilitated physical access to targeted networks and industrial control 
systems, while most non-state actors are typically limited to remote access 
(Maurer, 2018). For example, in the Stuxnet case, the attack relied on sophis-
ticated code that likely required years of investing significant financial, soft-
ware programming, technical engineering, and human intelligence resources 
to gain physical access to Iranian nuclear plant industrial control systems 
that had been hardened against cyberattacks by being deliberately discon-
nected from the global Internet. In addition, while these cyber operations 
can cause significant economic damage, and in some cases second-order im-
pacts on human life (e.g., shutting off electricity), these impacts tend to be 
relatively short term, are often quickly resolvable, and must be combined 
with conventional military means to achieve significant results (Gartzke, 
2013; Borghard & Lonergan, 2019). It might be that more advanced cyber 
capabilities to target critical infrastructure actually have high barriers to en-
try (Lindsay, 2013), and that only those states with the greatest conventional 
military power are likely to be able to effectively integrate them into com-
bined terrestrial and cyber military campaigns.

2	� Maurer (2018: xi) defines cyber proxies as “intermediaries that conduct or directly contribute to  
an offensive cyber action that is enabled knowingly, whether actively or passively, by a [state] 
beneficiary.”
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In conclusion, despite the growing anecdotal evidence that cyber ca-
pabilities are being used to cause physical damage, there is still little research 
on how often this occurs, and what the significant effects may have been. The 
empirical research that does exist suggests that cyberattacks on infrastruc-
ture currently have only a limited direct impact on conflict (Borghard & 
Lonergan, 2019; Kostyuk & Zhukov, 2019; Maschmeyer, 2020). Such at-
tacks tend to be very expensive, take time to develop, and produce uncertain 
effects (Gartzke, 2013; Lindsay, 2017; Kavanagh & Cornish, 2020; 
Maschmeyer, 2020). Furthermore, even in the worst of scenarios, the costs to 
human life are limited compared to even very minor kinetic attacks that rou-
tinely occur during conflict (Maurer, 2011; Borghard & Lonergan, 2019). 
They also seem to be relatively divorced from events on the battlefield 
(Kostyuk & Zhukov, 2019). 

2.1.2.	 Data/File Damage
An alternative class of offensive cyber capabilities seeks not to produce phys-
ical damage, but instead undermine the confidentiality, integrity, or availabil-
ity of data contained on computing systems. These attacks also generally re-
quire that computer or network systems be penetrated, after which destructive 
code is run on an individual machine or is inserted on a broader server to 
which the machine is connected (Bellovin, Landau & Lin, 2017). In this case 
however, the main target of the payload component is data stored on the 
machine or network rather than exploiting industrial control systems to 
cause physical damage. In Ukraine in 2017, for example, the NotPetya de-
structive malware spread through commonly used tax software. The attack, 
which has been linked to pro-Russian hackers operating amidst the ongoing 
armed conflict in eastern Ukraine, disabled an estimated 500,000 computers 
in Ukraine alone, and spread across 65 other countries, causing widespread 
problems in the public and private sector (Maschmeyer, 2020). The “resulting 
economic disruption shaved an estimated 0.5 percent off Ukraine’s GDP in 
2017” (Maschmeyer, 2020). While it was largely disconnected from the situ-
ation on the battlefield, the consequences for the economy potentially im-
pacted the balance of power in the conflict (Maschmeyer, 2020). This form 
of data attack can be very disorienting and impactful, especially when occur-
ring in the midst of an armed conflict (Bellovin, Landau & Lin, 2017). 

There are cases of this type of cyber capability also reportedly being 
utilized on the battlefield. For example, Israel reportedly used cyber means to 
spoof Syrian early warning radars during an air raid that destroyed an alleged 
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Syrian nuclear facility in 2007. This cyber capability is said to allow users to 
invade communications networks and replace sensor data with a “false sky” 
or manipulate sensors into positions where approaching aircraft cannot be 
seen (Fulghum & Barrie, 2007). These types of cyber operations have report-
edly also been used by the US in Iraq and Afghanistan to disrupt insurgents’ 
communications networks. In Afghanistan, for example, a US general pub-
licly reported using cyber operations to get inside and “infect” Taliban com-
mand and control networks to “great impact.” (Satter, 2012). 

Yet while attacks on data and computers can be significant, as seen 
with the wider implications of NotPetya in Ukraine, there is also a notable 
risk of collateral damage, as indirect dependencies are hard to identify.3 For 
example, an attack on the systems of a foreign or defense ministry might well 
spread to the health sector within the same country or an organization using 
a similar system internationally. These unexpected consequences could limit 
the usefulness of the capabilities; for example, it seems to have been exactly 
these concerns that prevented the US from deploying cyber capabilities at 
the onset of the Iraq war and the Libya intervention. 

2.1.3.	 Denial of Service / Internet Shutdowns
Physical infrastructure- and data-centered cyberattacks on an adversary’s 
networks require some type of unauthorized access. In contrast, another 
common, if crude, form of offensive cyber operation that does not require 
unauthorized access is a Distributed Denial-of-Service (DDoS) attack. This 
entails flooding an adversary’s networks with incoming traffic from many 
different sources to overload and potentially take the network offline. DDoS 
attacks can and have been weaponized in a conflict context. For example, in 
Georgia in 2008, a DDoS attack coincided with a Russian military interven-
tion and temporarily took the government’s websites and official communi-
cations systems offline. By obstructing the flow of military and intra-govern-
mental information, this attack made it more difficult for the Georgian 
authorities to organize a coherent response to the crisis and limited the abil-
ity of the president to inform citizens of important updates (Hart, 2008; 
Markoff, 2008; Hollis, 2011). This was the first clear case of a coordinated 
cyberspace domain attack synchronized with major combat operations (Hol-
lis, 2011), and it “played a significant, if not decisive, role in the conflict” 

3	� The NotPetya attacks demonstrate the potential for wider collateral damage, though in this case the 
wider damages were very likely a desired effect. 
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(Deibert, Rohozinski & Crete-Nishihata, 2012: 3). In another example, al-
beit not part of an armed conflict, a DDoS attack in 2007 succeeded in tem-
porarily shutting down Estonia’s digital infrastructure and cutting the coun-
try off from the global Internet (Landler & Markoff, 2007) – a capability 
with obvious strategic utility if deployed in conjunction with a conventional 
military offensive and/or other cyberattacks. Some state actors are presently 
alleged to maintain “botnet armies”4 that can be activated to conduct disrup-
tive DDoS attacks in peacetime or support conventional military operations 
in an armed conflict.5 

A different type of denial-of-service attack entails actors utilizing 
their “higher-level” capabilities or existing control of networks to manipulate 
systems in their strategic interest. An important example during intra-state 
conflicts is the implementation of localized internet shutdowns. We recog-
nize that such actions are not typically included under the umbrella of offen-
sive cyber capabilities. However, we include them here as they have a similar 
goal to other denial-of-service attacks, that is, to deny an adversary access to 
a network that is important to their internal communications or military 
operations. The fast-growing use of internet shutdowns by governments 
around the world in response to various forms domestic unrest6 also suggests 
to us that shutdowns could become an increasingly important tactic in civil 
wars. This is significant because these intra-state wars are the predominant 
form of contemporary armed conflict and thus the most frequent subject of 
ceasefires. 

Internet shutdowns are generally undertaken by governments who 
have control over the state infrastructure and seek to block armed opposition 
groups’ use of internet-enabled systems for military purposes. In this context, 
cyber capabilities are used to support, and potentially enhance, conventional 
operations. Gohdes (2015: 355) has shown that competent non-state groups 
benefit extensively from cheap encrypted communications tools which serve 
as their secure military communications networks and geographic informa-
tion systems applications to accurately locate military targets and calibrate 
indirect fire weapons such as mortars and rockets. This creates incentives for 

4	� Botnet armies are networks of computers infected by malware to enable their remote control by 
single actor, for example a national military or intelligence service.

5	� For example, North Korea. See Jun et al. (2015). 
6	� One NGO documented 213 total internet shutdowns in 33 countries in 2019 that were implemented 

by governments in response to events such as protests, communal violence, and elections, almost 
three times the 75 shutdowns documented in 2016 (Taye, 2018, 2020).
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governments to undermine this technology by shutting down the Internet in 
strategic periods or locations, in particular when launching conventional 
military offensives. Gohdes (2015: 356) finds evidence for this in a study of 
localized internet shutdowns during the Syrian civil war. The analogous na-
ture of this tactic to the use of DDoS attacks to disrupt official Georgian 
communications in conjunction with a major conventional military opera-
tion in 2008 should be apparent. 

The implementation of internet shutdowns for this purpose does not 
appear to be limited to Syria. In Myanmar, news outlets reported that there 
were internet shutdowns in ethnic states during large combat operations by 
the national military (Beech & Nang, 2019; Radio Free Asia, 2019) and fol-
lowing the military coup in early 2021 (Tønnesson, 2021). Similarly, in In-
dia, local internet shutdowns are reported to take place amidst “military ac-
tions by armed forces or paramilitary units” (Taye, 2020: 20). Interestingly 
from the perspective of ceasefire design, Gohdes (2015) suggests that non-
state groups could come to use internet shutdowns as an early warning sys-
tem of conventional military attacks. 

The civil wars in Yemen and Libya have even featured internet shut-
downs carried out by non-state groups. In Yemen, the non-state Houthi 
movement’s physical capture of telecom operators’ headquarters in the capi-
tal of Sana’a have reportedly allowed it to slow down or disable the Internet 
in conflict zones such as Taiz and to block internet domains that report on 
its troop movements (INSIKT Group, 2018; Coombs, 2020). In Libya, 
meanwhile, armed protestors occupied the headquarters of the state-owned 
internet provider and temporarily forced it to switch off internet services for 
large parts of the country to leverage political demands (Al Jazeera, 2013).

2.1.4.	 Information Extraction 
Modern espionage relies heavily on signals intelligence (i.e., intercepting 
telecoms and internet-based communications) (Shires, 2020). These activi-
ties are undertaken mainly by intelligence services, but might also involve 
“hacktivist” proxies and others. With regards to offensive cyber capabilities, 
information extraction operations are understood as distinct from cyber re-
connaissance of an adversary’s networks to prepare the ground for potential 
future infrastructure attacks. Rather, the goal is gathering information for 
future political or military ends. For example, in the lead up to and during 
the outbreak of armed conflict in Nagorno-Karabakh during late 2020, Ar-
menian hackers allegedly broke into Azerbaijan’s government websites and 
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released personal information of Azerbaijani soldiers and purported Azer-
baijani government email correspondence (Thomas & Zhang, 2020). 

This type of espionage can, however, have a very real impact when 
deployed for repressive purposes (Deibert, 2015; Rød & Weidmann, 2015; 
Keremoğlu & Weidmann, 2020). Offensive cyber capabilities can provide an 
efficient means to uncover evidence against political opponents to support 
extrajudicial killings, arbitrary detention, and other forms of state repression 
(King, Pan & Roberts, 2013; Gunitsky, 2015). There is now significant em-
pirical evidence detailing the use of digital surveillance technologies by au-
thoritarian regimes against their opponents (Anceschi, 2015; Deibert, 2015). 
While this use of offensive cyber capabilities is less likely to have a direct 
impact on battlefield violence, it provides a complementary tool to support 
state violence.7 

Indeed, information gathered through espionage is often strategically 
released in so-called “hack and leak” operations. This combines “intrusion 
into networks with coordinated and doctored dissemination through tradi-
tional and social media” (Shires, 2020). Such approaches can be an effective 
way to damage an adversary or manipulate public opinion against political or 
military opponents. In many cases, these methods are a “‘simulation of scan-
dal’ – deliberate attempts to direct moral judgement against their target” 
(Shires, 2020). While this use of offensive cyber capabilities is not necessarily 
linked to battlefield violence, it could provide a complementary tool to sup-
port military campaigns. There is also a propensity for such operations in the 
grey zone between peace and conflict (Harknett & Smeets, 2020; Shires, 
2020). 

Ultimately, we are not persuaded that ceasefire negotiations are the 
best forum to manage this category of cyber capabilities. As explained, cease-
fire agreements focus on stopping armed hostilities. Addressing the serious 
consequences of hack and leak operations may be increasingly important to 
sustainable conflict resolution. However, it is perhaps better addressed in 
other tracks of peace negotiations. Indeed, to date, only a handful of peace 
processes have made basic attempts to regulate the parties’ use of social me-
dia to incite violence or spread disinformation, with the October 2020 Libya 

7	� Beyond the state as cyber capabilities lower the threshold for extraterritorial actions (e.g. digital 
surveillance of the contacts of Saudi dissident Jamal Khashoggi appear to have played a role in his 
assassination).
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ceasefire agreement being the most detailed case so far.8 And where these 
provisions do appear, they are just as likely feature in codes of conduct, na-
tional dialogue outcomes, and electoral agreements as opposed to the text of 
ceasefire provisions.9 Even in the Libya ceasefire noted above, issues of hate 
speech and incitement are also being addressed in the political track of on-
going peace negotiations.10 We have included information extraction opera-
tions here for the sake of completeness. However, we devote limited atten-
tion to how this category might be incorporated into ceasefires in the 
following discussion.

8	� This ceasefire agreement refers to possible judicial action against websites and TV channels broad-
casting hate speech, possible communication with social media companies to remove offending con-
tent, and the establishment of a follow-up sub-committee. See Section II, Article 5 of the 23 October 
2020 “Agreement for a Complete and Permanent Ceasefire in Libya,” full text available at unsmil.
unmissions.org/sites/default/files/ceasefire_agreement_between_libyan_parties_english.pdf. 

9	� For relevant examples, see the 2015 Samburu and Turkana Ceasefire Agreement in Kenya, 2017 
South Sudan Cessation of Hostilities Agreement, 2018 Tripoli Ceasefire Agreement in Libya, 2020 
Agreement for a Complete and Permanent Ceasefire in Libya, 2008 Sotik and Borabu Districts Social 
Contract in Kenya, 2014 Code of Conduct for Political Parties and Candidates in Myanmar, 2017 
Agreement to Promote National Dialogue in Yei River State and South Sudan, and 2020 Code of 
Conduct for the Libyan Political Dialogue Forum (agreement texts available at peaceagreements.org 
or on file with the authors). 

10	� Article 3 of the Libyan Political Dialogue Forum code of conduct includes principles related to reject-
ing hate speech and incitement to violence. 

https://unsmil.unmissions.org/sites/default/files/ceasefire_agreement_between_libyan_parties_english.pdf
https://unsmil.unmissions.org/sites/default/files/ceasefire_agreement_between_libyan_parties_english.pdf
https://www.peaceagreements.org/
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3.	 Ceasefires 

3.1.	 What Is a Ceasefire? 

Ceasefires are arrangements that seek to stop violence related to armed con-
flict. Unlike peace agreements, ceasefires do not resolve the conflict by ad-
dressing its broader political or socio-economic causes. As stressed in the 
forthcoming UN Ceasefire Guidance, beyond the commitment to stop 
armed violence, there is notable variation in what a ceasefire includes. To 
account for this reality, we distinguish three classes of agreement: “Cessation 
of Hostilities (CoH),” “preliminary ceasefires,” and “definitive ceasefires.” 
(For more information see, Brickhill, 2018; Clayton et al., 2019; Hottinger, 
2019; Clayton & Sticher, 2021; United Nations, forthcoming):11 

CoH are informal, temporary arrangements that suspend fighting, 
but lack any significant provisions to monitor or verify compliance. They can 
come in a variety of forms, from unilateral to bi/multi-lateral, and may not 
even be written down. Despite their relatively informal character, CoH are 
often important because they can represent the first real step by the conflict 
parties towards negotiation and ending violence (Brickhill, 2018).

Preliminary ceasefires, by contrast, are always formal ceasefire agree-
ments. Practitioners and security experts tend to reserve the term ceasefire for 
this more formal bi/multi-lateral agreement that involves some form of dis-
engagement and monitoring and/or verification (Brickhill, 2018: 40–41). 
Preliminary ceasefires specifically link to and often aim to further a broader 
peace process aimed at resolving the political disputes underlying the conflict. 
They are typically put in place after a period of substantive negotiations. 

Definitive ceasefires are the most comprehensive type of ceasefire and 
arise at the end of the peace process. Importantly, they also include provi-
sions to disarm and demobilize the conflict parties and to institutionalize 
security cooperation. Unlike other ceasefires, which seek only to suspend the 
fighting, definitive agreements aim to terminate armed conflict. Definitive 
ceasefires are therefore a key outcome of peace talks, entering into effect 
alongside a peace agreement addressing the political issues of dispute (see, 
Clayton et al. 2019). 

11	� In practice, the delineation between these terms (and between cessations and preliminary ceasefires 
in particular) may not always be completely clear cut. Nonetheless, the use of these terms is helpful 
in analyzing the form and objective of different types of agreements. 
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3.2.	 What Are the Functions of a Ceasefire?

Supporting the Negotiation Process: As a peace process develops, ongoing hos-
tilities can become prohibitive to progress in negotiations. In such cases, 
ceasefires can help to “de-link” the negotiation process from the battlefield. If 
this does not happen, violence can eventually undermine talks and lead to 
their collapse. Ceasefires can then help to create a context more favorable for 
dialogue (Clayton & Sticher, 2021).

Enabling Humanitarian Assistance: Ceasefires can of course also occur 
for more limited purposes not strictly linked to the political process (Clay-
ton, Nathan & Wiehler, 2021). This often involves temporal or geographi-
cally limited ceasefires to facilitate the provision of humanitarian assistance 
to war-affected populations. 

Demonstrating Command and Control: Complying with a CoH or pre-
liminary ceasefire demonstrates some level of command and control over an 
armed force (Smith, 1995). This form of signaling can be a necessary precon-
dition for advancing a peace process, in particular when actors doubt their 
opponent’s ability to implement future settlements. For example, when a 
conflict involves a fractured opposition or widespread use of irregular or 
proxy forces (an anticipated problem with hacker groups and other proxies in 
the context of cyber operations), it might be necessary for an actor to first 
demonstrate control over their armed force before their opponent is willing 
to engage in broader peace talks. 

Imposing Costs: Formal ceasefires can also put into place certain struc-
tures that create reputational and other costs for any conflict party that vio-
lates their terms. Ceasefire agreements serve as a benchmark against which 
powerful international actors can evaluate ceasefire signatories’ behavior. Re-
neging on a ceasefire agreement thus generates what are referred to in the 
academic literature as “audience costs” (Fortna, 2003: 343) that would not 
have occurred in the absence of the ceasefire deal. In this sense, signing a 
ceasefire agreement is never “cheap talk,” i.e., “costless, nonbinding, unverifi-
able messages” (Farrell & Rabin, 1996: 116). 

Seeking Tactical Advantage: The costs a belligerent suffers when re-
neging on a ceasefire can sometimes be outweighed by the tactical advan-
tages gained from a return to violence. Suspending hostilities can allow 
belligerents to rearm and recruit new members, as well as temporarily re-
duce the costs of military conflict. Belligerents can therefore enter into a 
ceasefire for tactical military reasons, and then return to violence having 
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secured the benefits sought from the fighting break (Clayton, Nathan & 
Wiehler, 2021). 

Signaling Intentions: As the foregoing suggests, it is never fully clear 
whether an actor is genuinely interested in advancing the political negotia-
tion process, using ceasefire talks to improve their military position or score 
political points, or somewhere in between (Chounet-Cambas, 2011: 7–8, 
20; Crocker, Hampson, & Aall, 2004: 158; Gartner & Melin, 2009: 566; 
Toft, 2010: 15). Given that actors may have an incentive to misrepresent 
their specific objectives, simply announcing one’s peaceful intentions is un-
likely to be sufficient to convince the other side to agree a ceasefire that risks 
benefitting their opponent. Instead, actors often need to send a signal that 
imposes some cost on themselves to demonstrate a commitment to peace 
(Morrow, 1999: 484). 

In this respect, ceasefire agreements offer belligerents a tool through 
which to exchange information about their (hard to observe) intentions. By 
entering into, abiding by, or reneging on an agreement, belligerents can com-
municate some set of preferences while also assessing the intentions and 
abilities of their opponent (Werner & Yuen, 2005). Honoring the terms of a 
ceasefire communicates the will and capacity to uphold agreements. In this 
way, a CoH or preliminary ceasefire can be a useful confidence building mea-
sure to demonstrate some level of good faith intention, signaling (to a lesser 
or greater extent) a desire to move tentatively towards peace while also al-
lowing belligerents to keep their fighting capability intact. 

3.3.	 What Is Included within a Ceasefire Agreement? 

Every ceasefire agreement is unique and (ideally) designed to reflect the spe-
cific characteristics of the conflict to which it relates. However, there are also 
some common features that we observe across ceasefire agreements. 

By definition, a ceasefire agreement will always include some com-
mitment to stop hostilities. However, there is notable variation in the scale 
and scope of activities that the parties prohibit and the detail in which this is 
agreed. Common inclusions are military attacks, acquiring equipment, train-
ing or recruiting troops, redeploying forces, terrorism, and sexual violence. 

Ceasefires tend to be more effective when they are precise regarding 
what behaviors are prohibited (Haysom & Hottinger, 2004; Potter, 2004; 
Brickhill, 2018). Agreements that seek to produce a durable suspension of 
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violence should ideally go into considerable depth, mapping out and defin-
ing the obligations on the parties and being clear on the specific sanctions 
associated with any violations (Potter, 2004). Precision and clarity in the 
agreement makes it easier for the parties to abide by it and determine when 
it has been breached (PILPG, 2013). Conventional ceasefires therefore typ-
ically include provisions to establish the specific time and date when the 
included obligations begin and the precise geographic scope of the areas to 
which they apply. In contrast to vague commitments to cease hostilities, 
which fail to map out the actors, timelines, and responsibilities, well-defined 
prohibitions make successful ceasefire implementation more likely. 

Belligerents engaged in armed conflict are unlikely to trust each other 
to abide by the terms of any agreement. In this context, ceasefire manage-
ment mechanisms along with associated monitoring and verification activi-
ties can help to increase the predictability and sustainability of a ceasefire 
(Buchanan, Clayton & Ramsbotham, 2021). Ceasefires are often designed 
then with the expectation that they will almost inevitably be violated but 
that this does not necessarily need to result in the failure of the agreement. 
Rather, they aim to foster a problem-solving working method whereby the 
parties will jointly develop solutions to challenges encountered during cease-
fire implementation and to prevent their repetition. 

Ceasefire agreements can therefore include provisions to create new 
bodies that manage and support the implementation of a ceasefire. The 
functions and composition of ceasefire management bodies can take a range 
of forms, including joint commissions or liaison structures between the 
conflict parties (Brickhill, 2018). Stein (2019) underscores the overall im-
portance of these institutions to the robustness of ceasefire implementation, 
given that in such bodies the conflict parties must work together daily to 
manage the ceasefire. 

Within the overall ceasefire management structure, some ceasefire 
agreements also include a mechanism to monitor and verify the terms of an 
agreement and serve as an early warning mechanism, allowing the parties to 
determine if the process is on track (Brickhill, 2018: 49). These monitoring 
provisions often receive significant attention during ceasefire negotiations 
and provide for some actor (domestic, international, or a combination of both, 
often in collaboration with the conflict parties) to monitor the agreement 
signatories and ensure they are complying with the terms of a ceasefire, com-
pleting any predefined tasks, and addressing problems as they arise (Fortna, 
2004; Haysom & Hottinger, 2004; United Nations, forthcoming). In this way, 
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agreeing to these provisions means that the actors voluntarily take on addi-
tional self-imposed costs in the event that they renege on a deal. Thus, accept-
ing monitoring arrangements can signal a stronger intention to abide by the 
agreement. Monitoring activities are also intended to prevent the escalation 
of either genuine accidents or low-level violations that might otherwise esca-
late into full-blown conflict. Monitoring and verification provisions are there-
fore associated with more durable and successful ceasefires in both intra- 
(Clayton & Sticher, 2021) and inter-state conflict (Fortna, 2003). 

3.4.	 Rationales for Including Restraints on Offensive 
Cyber Capabilities in Ceasefires 

Having set out the types, purposes, and contents of a ceasefire, we turn to the 
question of how and whether restraints on offensive cyber capabilities should 
be included in a ceasefire agreement (as opposed to, for example, being a 
separate standalone part of the conflict management and resolution process). 
In answering this question, we acknowledge the qualitative differences be-
tween cyber and conventional military operations. Notwithstanding this, 
there are three main reasons to consider cyber capabilities when constructing 
a ceasefire: an increased military use of cyber capabilities in armed conflict, 
the risk that unrestrained cyber operations could pose to the stability of a 
broader ceasefire regime, and signaling and confidence building. 

The primary purpose of ceasefires is to control and stop violence. We 
therefore believe that if cyber capabilities have been utilized in a conflict, the 
first two rationales argue especially strongly in favor of incorporating cyber 
restraints into conventional ceasefires. If, on the other hand, the objective of 
the conflict parties in negotiating restraints on offensive cyber operations is 
purely limited to signaling, confidence building, or creating space for politi-
cal negotiations, we would not wish to rule out the possibility of a standalone 
cyber de-escalation agreement. As always, rather than blind conformity to 
any pre-set approach, the specific characteristics of the conflict and interests 
and needs of the parties should be the paramount factor in choosing the for-
mat by which to negotiate any conflict issue. We now provide a fuller expla-
nation of the three main rationales for including restraints on cyber capabil-
ities in ceasefires.
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Increasing Convergence of Military and Cyber Capabilities: As of early 2021, 
there is a small but growing set of cases where cyber capabilities have been 
deployed as a tool in armed conflict to produce real-world damage. This in-
volves the direct targeting of civilian (e.g., India, Iran, Israel, and Ukraine) 
and military/intelligence infrastructure (e.g., Iran).12 The use of cyber capa-
bilities therefore have the potential to result in injury and loss of life. While 
the deployment of such capabilities is at present limited to a small number 
of cases, it is becoming more common and has the potential to cause physical 
violence that would ordinarily be regulated within a ceasefire agreement. 

In addition, there is a larger collection of growing cases in which cy-
ber operations are used as support weapons to shape events on the battlefield 
by disrupting an opponent’s military and government network services and 
data as part of a wider military campaign. This most often revolves around 
coordinated military and cyber operations, including data attacks, denial of 
service, and internet shutdowns. In these cases, the use of offensive cyber 
capabilities does not in and of itself represent violent behavior but rather 
supplements the broader war fighting effort. A possible analogy is troop 
movements in a conventional ceasefire arrangement. While troop move-
ments do not alone present a direct threat to an opponent, the strategic ad-
vantage gained through such maneuvers might sufficiently threaten an op-
ponent that they opt to escalate and respond militarily. For that reason, troop 
movements are often tightly regulated in a ceasefire. 

One critique which could be levied at this argument is that in princi-
ple, any activities with the potential to cause physical violence or produce 
military advantage should be covered within a general ceasefire, even if all of 
the precise instruments of violence remain unnamed. So, if the parties com-
mit to stopping violence, this could also reasonably be assumed to cover be-
havior in cyberspace. However, as we discuss above, one of the consistent 
themes emerging from practitioner accounts of ceasefires is the need for pre-
cision around prohibited behavior. Creative ambiguity can at times be useful 
when seeking political consensus in a broader peace agreement, but it is not 
appropriate in ceasefires where the lack of precision represents a major risk 
to successful implementation (Haysom & Hottinger, 2004). Thus, clearly 
setting out the prohibition of this increasingly common technology is likely 
to be more effective. 

12	� In June 2019, US Cyber Command said it had conducted online attacks against an Iranian intelli-
gence group in response to what US officials claimed was the role it played in planning attacks that 
used mines to disable two oil tankers in the Persian Gulf (Barnes & Gibbons-Neff, 2019).
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Risks of Cyberattacks Undermining a Broader Ceasefire Regime: A successful 
ceasefire requires that the parties have a common understanding of their 
commitments (Potter, 2004; Brickhill, 2007, 2018; PILPG, 2013). If the cy-
ber dimension is excluded from ceasefire negotiations, there is a risk of con-
fusion that might undermine the broader ceasefire arrangement. Cyber ac-
tivities are especially likely to produce significant confusion in this regard 
given their relative newness and the broad international disagreement on 
how to understand and regulate these capabilities. Conflict parties are then 
more likely to perceive offensive cyber operations quite differently and thus 
respond unexpectedly or in a cross-domain fashion that could pose a risk to 
the stability of a broader ceasefire. The growing permeability between cyber 
and conventional military operations, with conventional military attacks 
producing a cyber response (e.g., US-Iran) and cyberattacks leading to a 
conventional response (e.g., Israel-Hamas), indicates the risk that cyber-re-
lated incidents might pose for a conventional ceasefire. Moreover, hard to 
predict dynamics create a significant threat of escalation, as differences in 
“strategic and organizational culture, regime type, strategy and doctrine, and 
force deployment may mean that what is perceived as a relatively low-cost 
cyber response by one state may be in fact cross a key threshold of the other.” 
(Borghard & Lonergan, 2019). 

This is less likely to be the case if a ceasefire process addresses this 
cybersecurity dilemma by being as specific as possible with regards to any 
potentially ambiguous actor, topic, or commitment related to different cyber 
capabilities. The inclusion of definitions within the ceasefire agreement on 
terms such as cyber operations and attacks as well as critical or national in-
frastructure may likely also be useful for the practical purpose of implement-
ing the agreement and may be warranted to ensure the desired common 
understanding between the signatories.

Signaling and Confidence Building. As described, one key function of cease-
fires is to send signals regarding a desire to negotiate in an environment of 
mistrust and hard to read intentions. However, the peaceful signal intended 
to be sent through a ceasefire could be undermined if offensive cyber opera-
tions were to continue during the ceasefire period. In contrast, if the signa-
tories recognize in a ceasefire agreement that offensive cyber operations are 
potentially a threat to the peace, and they commit to cease and desist such 
hostile activities, this is in and of itself potentially an important signal to an 
opponent of a greater openness to restricting all forms of violent behavior 
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and pursuing political negotiations (assuming such operations were preva-
lent in the past). 

Within the overall rubric of signaling and confidence building, there 
may also be a strong humanitarian rationale for including restraints on of-
fensive cyber capabilities in a ceasefire. In particular, even offensive cyber 
operations directed against military targets can have unforeseen and unin-
tended effects on the civilian population as a whole. This is due to the poten-
tial for network outages to produce cascading effects or the unexpected 
propagation and spread of malicious code used in the operation (Bellovin, 
Landau & Lin, 2017). Notably, US war planners chose not to deploy cyber 
capabilities in military campaigns in Iraq in 2003 and in Libya in 2011 due 
to concerns that the effects of the cyber operation would spread beyond the 
air defense systems that were to be targeted. As cyber capabilities become a 
more common part of military campaigns, the inclusion of restraints on cy-
ber activities within a ceasefire agreement might therefore also become a 
humanitarian confidence building measure intended to limit potential harm 
to civilians.

3.5.	 Challenges to Incorporating Restraints on 
Offensive Cyber Capabilities in Ceasefires 

Despite multiple rationales for incorporating offensive cyber capabilities 
into a ceasefire, there are significant complications entailed with this task. 
We set out five main challenges.

Monitoring, Verification, and Attribution: The monitoring and verification of 
offensive cyber operations is notoriously difficult. Attribution is a problem 
for conventional ceasefires, as determining if, when, or which conflict party 
violated the terms of an agreement is challenging even in the physical world. 
Yet conventional weaponry leaves much bigger clues and can be investigated 
via established means (Verjee, 2019). This is not the case for cyber activities. 
In cyberspace, there are an unknown number of state and non-state actors 
who possess offensive cyber capabilities and millions of (largely unsuccess-
ful) cyberattacks of different degrees of gravity and intensity every second.13 

13	� Nye (2017) states that the US Defense Department faces ten million intrusion attempts into its 
networks per day.
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It is thus generally difficult to identify the actors involved in any given cyber-
attack, the source of the incident, and the extent to which any actors operat-
ed independently, making the monitoring of the prospective cyber compo-
nents of a ceasefire especially challenging.14 

Notwithstanding this, attribution is not impossible. The technical ca-
pacities to attribute attacks are increasing both among governments and pri-
vate cybersecurity companies (Rid & Buchanan, 2015; Nye, 2017; Maurer, 
2018). As discussed, there is a relatively limited number of actors with the 
resources to produce the most sophisticated infrastructure attacks, meaning 
it is often relatively clear who was responsible for certain activities. In these 
cases, attribution can become a (significant) political rather than technical 
problem. Intelligence collection and political analysis can also bolster tech-
nical conclusions (Lewis, 2011; Healey, 2012b; Rid & Buchanan, 2015). 
Furthermore, it is worth recalling that even in conventional ceasefires, mon-
itoring and verification is not a “all or nothing” proposition. Rather, monitor-
ing and verification arrangements vary substantially in scope, detail, and 
mandate from information sharing and reporting all the way to verification, 
accountability, and sanctioning violations (United Nations, forthcoming).

So, while some forms of attribution are possible, technical limitations 
mean some conventional monitoring – and especially incident verification 
and attribution modalities – are unlikely to be feasible for cyber provisions of 
a broader ceasefire agreement. This will require major conceptual re-thinking 
of a tool currently widely viewed as essential to successful ceasefire imple-
mentation. In this respect, it is important to recall that even in conventional 
ceasefire monitoring, attribution is not an end in and of itself but rather one 
means to support joint problem-solving, to prevent recurrence, and, ulti-
mately, to promote the desired policy outcome of a stable ceasefire regime. 

Balancing Precision and Implementability: As we note above, it is widely 
agreed that specific and precise ceasefire agreements tend to be more effec-
tive. Cyber capabilities make it very challenging to be precise; they are un-
predictable, uncharted, constantly evolving, and can be initiated by many 
different types of actors. Parties might agree to limit certain capabilities, but 
the diversity across capabilities might make implementation challenging. 

14	� Determining who has responsibility for malicious cyber activity can be understood in a variety of 
ways. Attribution can relate to determining the machine or location from which the malicious cyber 
activity occurred, the specific perpetrator(s) involved, or to an adversary who is ultimately responsi-
ble for the operation (Lin, 2016).
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Moreover, “overpacking” ceasefire agreements with a plethora of potentially 
unimplementable provisions risks distracting attention from more pressing 
sources of violence, overwhelming the conflict parties, and, ultimately, un-
dermining a process. To this end, the benefits of incorporating cyber provi-
sions within a ceasefire must always be weighed against the potential limita-
tions. Furthermore, the relative benefits of managing cyber dimensions 
within the ceasefire process vis-à-vis alternative theatres of negotiation (e.g., 
broader peace negotiations, regional or global systems of governance) should 
be considered. 

Broadening Participation: Incorporating offensive cyber capabilities into 
ceasefires requires the participation of a number of additional actors that risk 
complicating the negotiation process. The creation of implementable con-
ventional ceasefires requires input from the military leaders who have suffi-
cient understanding of the context on the battlefield and what is (and is not) 
feasible militarily. In many cases, these conventional military figures will not 
have sufficient technical expertise to negotiate and implement provisions 
regulating cyber activities. 

As such, ceasefire negotiations are likely to require technical experts 
from the conflict parties that hold sufficient knowledge of how offensive cy-
ber capabilities work. Indeed, including relevant technical expertise from 
both sides into ceasefires has in general been shown to make it more likely 
that any ceasefire implementation and monitoring efforts have a realistic 
mandate and sufficient funding, personnel, and equipment (Potter, 2004). 
The negotiation of any cyber components of ceasefires could necessitate the 
involvement of military cyber commands, intelligence agencies engaged in 
offensive cyber operations, or national Computer Emergency Response 
Teams (CERT) / Computer Security Incident Response Teams (CSIRT).15 
Introducing these new actors and technical components, however, risks com-
plicating the negotiation process and hampering likely urgent efforts to find 
an agreement to limit kinetic military activities. There is also likely to be 
notable asymmetries in the technical capabilities of the parties, which might 
further reduce vital trust in the process. Finally, some of the relevant actors 
and intelligence agencies might be unwilling to acknowledge their activities 
or formally attend the talks.

15	� CERTs/CSIRTs are groups of experts that assesses, document, and respond to cyber incidents so that 
their organization or jurisdiction’s network(s) can recover and avoid future incidents.



31

Beyond the make-up of the conflict parties’ delegations, it must also be 
borne in mind that cyberspace is a global domain consisting of the interde-
pendent network of information technology infrastructures, including the In-
ternet, telecommunications networks, and computer systems (von Heinegg, 
2012: 9–10). The private sector own up to 80–90 per cent of this infrastructure 
(Lewis, 2011; Lindsay, 2013; Hartmann & Giles, 2018), which means that 
private entities often have some control over the ease of movement of data 
and code involved in cyber operations (Hare, 2009; Lewis, 2011) and could 
also need to be persuaded to participate in ceasefire talks and implementation 
planning. Prospective outside involvement in the process could further in-
clude companies that develop the software packages used to conduct cyber 
operations, cyber incident responders, and academic and research institutes 
that have the expertise to investigate cyber incidents. A heretofore unknown 
role for the private sector and other outside technical actors in ceasefire nego-
tiations would certainly require extensive thought, although it could be con-
sidered to fall within the rubric of what UN draft Ceasefire Guidance refers 
to as civilian ceasefire monitoring (United Nations, forthcoming).

Non-Physical Nature of Cyberspace: Complicating matters further is that of-
fensive cyber capabilities reduce the barrier that physical geography poses to 
conflict (Gartzke, 2013). Specifically, offensive cyber operations can some-
times traverse third-party networks and neutral states to reach their intend-
ed target (Geers, 2011; Lewis, 2011). For example, when the Estonian Inter-
net came under a virtual blockade through a DDoS attack in 2007, malicious 
traffic simultaneously entered Estonia from some 130 to 180 countries 
(Tikk, Kadri & Liis, 2010; Healey, 2012a). More advanced cyber operations 
can also make use of computers and servers in third-countries when infiltrat-
ing targeted networks. For example, a 2013 cyberattack in South Korea that 
damaged 32,000 computers and the network availability of six media and 
financial companies was suspected by Seoul to have been carried out by 
North Korea, despite the attackers having used Chinese Internet Protocol 
addresses when implanting the malicious code (BBC News, 2013). 

Neutral states can thus be witting or unwitting facilitators of mali-
cious traffic and could be requested under a prospective ceasefire to take 
some responsibility for the traffic passing through or botnets being hosted 
on their territory (Healey, 2012a; von Heinegg, 2012). Likewise, “hactivist” 
groups, state cyber militias, proxies, and contractors, (Liles, 2010; Hare, 
2012; Lin, 2012; Brantly, 2018; Weber, 2018) can all take action to disrupt or 
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damage an opponent’s data, networks, and infrastructure from a formally 
neutral state’s territory, with varying levels of inspiration, tolerance, and even 
direction from the relevant government (Tikk, Kadri & Liis, 2010; Maurer, 
2018). The non-physical nature of cyberspace thus poses a new and distinct 
challenge for ceasefire agreements in terms of a potential need to obtain 
commitments from third-party or neutral states with respect to malicious 
actions taking place or transiting their territory.

Delineating Espionage and Military Operations: It is challenging to distin-
guish offensive cyber capabilities intended to cause direct disruption and 
damage to data, networks, and infrastructure from the broader range of cy-
berespionage tools. Both cyberattacks and cyberespionage operations need 
to first gain access to a computer system before they can achieve an effect 
(except for DDoS attacks). Furthermore, intelligence agencies (rather than 
national militaries) have been central to the conduct of both forms of cyber 
operations (Maurer, 2018; Kavanagh & Cornish, 2020). Consequently, cy-
berespionage activities and steps to “prepare the battlefield” for future cyber 
infrastructure or data attacks by obtaining unauthorized accessed to oppo-
nents’ networks can “look identical from the victim’s perspective, with so-
phisticated technical analysis and wider threat characteristics required to 
distinguish between the two” (also see, Buchanan, 2017; Egloff & Shires, 
2020). This poses problems for ceasefires, as it is unclear if any unauthorized 
access to a network is preparation for an attack or espionage. For example, if 
an actor gains access to a system to create a backdoor but without triggering 
an effect, is this prohibited? Or should early activity such as preparing the 
battlefield be prohibited as well? These are difficult technical questions that 
could need to be addressed by a ceasefire process. 
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4.	 Questions and Options for 
Peacemakers

There can be no one-size-fits-all model for the incorporation of restraints on 
offensive cyber capabilities into ceasefire processes. However, there are sev-
eral possible approaches that could be tailored to a conflict. Building on this 
logic, we structure our discussion around three key sets of questions for 
peacemakers to consider:

1.	 In a given conflict setting, what are the conflict analysis pre-requisites for 
determining whether cyber capabilities should in fact be included in 
ceasefire negotiations?

2.	 What negotiation process design choices could help to enable discussion 
on cyber capabilities, including the structure of talks and participation 
decisions?

3.	 What could specific prohibitions, commitments, and management and 
coordination mechanisms on offensive cyber capabilities look like? Prac-
tically speaking, how would they fit together in a ceasefire agreement? 

In considering these questions, we address some of the challenges related to 
incorporating offensive cyber capabilities into ceasefires which were identi-
fied in the preceding section. Namely, difficulties in monitoring and verify-
ing cyber incidents, balancing precision with implementability, integrating 
new classes of participants into ceasefire talks, the non-physical nature of 
cyberspace, and how to handle cyberespionage.

Proposing templates and guidance for negotiations is potentially 
problematic, but this can also be useful as a guide to complex processes, 
which “help focus our thinking and provide a basis for strategic planning” 
(Brickhill, 2018; 47). Given that cyber operations remain a relatively new 
part of warfare – and that this is the first attempt (we know of ) to explore its 
influence on the ceasefire process – the proposals here should be considered 
to be the starting point rather than the final word on the subject or a fixed 
set of instructions to be mechanically followed. 
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4.1.	 Preparing for Talks on Offensive Cyber 
Capabilities

Obviously, in cases in which offensive cyber capacities have played no signif-
icant role in the conflict, there is no reason to take this further as part of 
ceasefire negotiations. Indeed, the last thing we would want is to unnecessar-
ily complicate the already challenging task of agreeing a ceasefire by adding 
irrelevant issues to the agenda. However, we believe that cyber capabilities 
should now be part of any initial conflict analysis. If such research reveals 
cyber components to be part of the conflict context, it is then important to 
raise the issue with the conflict parties for consideration of whether and how 
to design the ceasefire process to incorporate this issue.

4.1.1.	 Cyber Conflict Analysis 
At the outset of negotiations, peacemakers should determine the extent to 
which offensive cyber capabilities have been used during the conflict. In 
some cases, offensive cyber capabilities may have been publicly deployed 
(e.g., Ukraine), while in other cases, their use might not be widely known or 
documented. To assess if offensive cyber capabilities have been used as part 
of hostilities, proactive research, outreach, and coordination efforts are likely 
to be required. This is in line with the recommendation of the UN’s Report 
on Digital Technologies and Mediation for mediators to consider the “digi-
tal ecosystem” in their conflict analysis.16 

Such an assessment could be incorporated as part of a conflict analysis 
aimed at developing process design options for the forthcoming mediation 
(e.g., as part of an Actors, Content, Context, Process (ACCP) Conflict Ex-
ercise17), and it is likely to include taking advice from the conflict parties and 
their communities. Some key questions might include:18

•	 Has any party to the conflict stated that they would use offensive cyber 
capabilities/operations in response to or to prevent an attack?

16	� See: peacemaker.un.org/digitaltoolkit.
17	� See ACCP Conflict Analysis Framework - A Video Illustration. mas-mediation.ethz.ch/tools/accp-con-

flict-analysis-framework.html 
18	� Adapted from a draft “ICT considerations in Conflict Analysis” checklist prepared by the United 

Nations Department of Political and Peacebuilding Affairs. On file with the authors.

https://peacemaker.un.org/digitaltoolkit
https://mas-mediation.ethz.ch/tools/accp-conflict-analysis-framework.html
https://mas-mediation.ethz.ch/tools/accp-conflict-analysis-framework.html
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•	 Have there been reports of offensive cyber capabilities deployed to target 
critical infrastructure or strategic data, deny access to communications or 
other networks, or implement internet shutdowns? 
	· If so, what were the military and non-military effects of the incident or 

incidents? Have certain communities or parts of society been dispro-
portionately affected (for example, women, refugees, minority popula-
tions, specific geographic regions, etc.)?

	· Was or were the incident or incidents publicly attributed to a specific 
actor? If so, who attributed the incident? 

	· Is the claimed perpetrator and/or target of the attack a key party to the 
conflict?

•	 Has the government or have the governments in question categorized 
their critical infrastructure? If so, has it or have they made this categoriza-
tion public? 

•	 Has the government or have the governments established a national cy-
bersecurity agency and/or a national CERT/CSIRT in the country? 

•	 Has the relevant state (for a civil war) or have the relevant states (for an 
interstate conflict) expressed support for any international norms relating 
to the use of offensive cyber capabilities? 
	· Does the state or do the states participate in cyber confidence building 

processes or capacity-building initiatives at the regional level?

The specialized nature of this analysis would likely require peacemakers to 
take advice from entities such as national or regional CSIRTs/CERTs, 
CSIRT networks like the Forum of Incident Response and Security Teams 
(FIRST),19 academic centers, technology companies, service providers, or 
specialist consultants. Mediators might also want to invite the conflict par-
ties to information sessions or to conduct shared assessments on the use of 
offensive cyber capabilities in the conflict as an entry point to discuss and 
build joint understanding of cyber-related themes. This may be particularly 
important where there is an asymmetry in cyber capabilities and technical 
expertise among conflict parties.

19	� See first.org/members/teams.

https://www.first.org/members/teams/
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4.1.2.	 Cyber Process Design Considerations
There is no precedent for how cyber-related issues might be incorporated 
into negotiation processes to end armed conflict. Broadly speaking, we con-
ceive of two possible alternatives. In the first, restraints on offensive cyber 
capabilities could be incorporated into the ceasefire talks. Within a broader 
set of peace negotiations, such ceasefire discussions are often managed in a 
security-related committee. The alternative would be to conceive of an inde-
pendent sub-committee specifically for the negotiation of issues relating to 
offensive cyber capabilities. The latter approach has the advantage of creating 
a context in which cyber specialists from both sides could meet to discuss the 
terms of an arrangement, and it also reduces the likelihood that the inclusion 
of the cyber dimension would serve as a distraction that might delay negoti-
ations to cease conventional conflict. However, this approach also risks rele-
gating the importance of the cyber dimension and increases the likelihood 
that it might not be properly understood by the political and security leader-
ship of the conflict parties engaged in the broader talks. There would also 
need to be consideration of how cyber discussions in the security sphere of 
the mediation process might link to any cyber issues that are raised in nego-
tiations on political or economic issues.20

Decisions on this process design question should at least in part be 
informed by a judgement on how best to manage the challenge posed by the 
diverse and relatively unfamiliar range of actors that might be need to be 
involved in cyber ceasefires. In those contexts where cyber operations have 
been a major feature of the conflict and detailed prohibitions on offensive 
cyber operations are anticipated, there may be a concomitantly greater ratio-
nale to establish a separate sub-committee in talks to facilitate planning for 
complex implementation arrangements. 

On this subject of implementation planning, some conventional 
ceasefires grant roles to local civil society in civilian ceasefire monitoring. In 
this respect, practice has shown that the early engagement and integration of 
civil society actors into the negotiation process is important. The underlying 
objective of such anticipatory engagement is to generate an informed, con-
sensual, and consultation-based outcome of a ceasefire process by giving ci-
vilian partners the opportunity to express their perspectives, concerns, and 
aspirations in a coordinated manner (United Nations, forthcoming). This 

20	� As seen in ongoing Libya peace talks, where disinformation and hate speech issues have been explic-
itly addressed in both the ceasefire and political tracks of the process.
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can be critical in ensuring that commitments, prohibitions and ceasefire 
management modalities will be designed in a more realistic and imple-
mentable form while making it more likely that outside actors will fulfil the 
prospective technical assistance and cyber incident response mandates envis-
aged for them.

Choices related to the design of the cyber dimension of ceasefire talks 
also provide an opportunity to expand the inclusivity of such negotiations 
beyond traditional security sector actors, potentially broadening understand-
ing and the base of support for the agreement among society. There is now 
substantial evidence that enhanced inclusivity can result in more sustainable 
and durable peace and ceasefire agreements (Kane, 2019; United Nations, 
forthcoming). Additionally, the new categories of potential outside actors in 
cyber ceasefires from the private sector and technical and academic bodies 
could also offer the chance for more women to make inroads into often 
male-dominated security talks in peace processes. 

4.2.	 Options for Cyber-related Provisions and 
Ceasefire Concepts

There are a number of ways in which restraints on offensive cyber operations 
could be included within a ceasefire. To capture the different options and in 
recognition that there can be no one-size-fits-all approach, we provide two 
sets of building blocks. 

First, following from our outline in section 3.3 on what is often in-
cluded in a ceasefire agreement, we provide initial proposals regarding a 
range of the possible types of commitments, prohibited activities, and cease-
fire management and implementation mechanisms that could be prepared 
with respect to offensive cyber capabilities. To achieve this, we draw inspira-
tion from a number of international efforts to develop cyber norms, rules, 
principles, and confidence building measures as well as provisions from ex-
isting bilateral cyber agreements. Second, using different combinations of 
these provisions, we utilize Jeremy Brickhill’s model of a ceasefire conceptual 
framework to sketch out several possible Cyber Ceasefire Conceptual 
Frameworks (CCCFs). These CCCFs aim to capture what Brickhill (2018: 
42) calls the “underlying idea” of a ceasefire that should be tailored to the 
specific nature of a conflict and conflict settlement objectives. 
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4.2.1.	 Possible Cyber Ceasefire Provisions and Mechanisms
Since the late 1990s, multiple multilateral and bilateral negotiations as well 
as non-governmental initiatives have sought to develop norms, principles, 
and confidence building measures to shape state behavior in cyberspace. To 
be clear, we do not mean to imply that at present there is international con-
vergence on which cyber actions are permissible and which are prohibited. 
Nor do we believe that the existing norms, which are often quite general, 
provide the necessary level of specificity that ceasefire agreements need to 
respond to the particularities of a given conflict. Rather, we merely suggest 
that this corpus of norm building represents a useful starting point for nego-
tiators looking for ideas and options to tackle a novel challenge. 

A series of six UN Groups of Governmental Experts (GGE), which 
began in 2004, have led the most prominent of these efforts. In 2015, the 
fifth GGE produced a consensus report that international law and estab-
lished legal principles of military necessity, distinction, and proportionality 
are applicable to cyberspace, along with the UN Charter.21 It also recom-
mended 11 non-binding political norms of responsible state behavior in cy-
berspace. These now UN General Assembly endorsed principles (see A/
RES/71/28 2016) could serve as reference points for more detailed ceasefire 
provisions.22 

Other possible multi-lateral and non-governmental or private sector 
reference frameworks include the following: 
•	 The Organization for Security and Cooperation in Europe’s (OSCE) 

confidence building measures which focus on information-sharing, vol-
untary co-operation, and establishment of communication channels to 
reduce the risks of misperception during cyber incidents;23 

21	� The ICRC further argues that cyber operations during armed conflict are regulated by existing rules 
of international humanitarian law (ICRC, 2020).

22	 The sixth UN GGE composed of 25 states working to to develop further proposed norms on respon-
sible state behavior in relation to the use of digital technologies completed its work just prior to 
the publication of this study. As of writing, only an unofficial, advance copy of its work has been 
released. This document expresses particular concern regarding the increasing malicious use of In-
formation and Communication Technologies to influence the “overall stability of another State” and 
against critical infrastructure. It also further develops the 11 norms from the landmark 2015 GGE 
Report (see front.un-arm.org/wp-content/uploads/2021/06/final-report-2019-2021-gge-1-advance-
copy.pdf). A separate UN Open Ended Working Group composed of all interested UN member states 
also issued its final report on these matters in March 2021 (see United Nations, 2021).

23	� OSCE Permanent Council Decisions Nos. 1106 (2013) and 1202 (2016).

https://front.un-arm.org/wp-content/uploads/2021/06/final-report-2019-2021-gge-1-advance-copy.pdf
https://front.un-arm.org/wp-content/uploads/2021/06/final-report-2019-2021-gge-1-advance-copy.pdf
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•	 The 2009 Shanghai Cooperation Organisation agreement on cooperation 
in the international information space, which notably contains both cy-
ber-specific definitions and a list of prohibited activities;24 

•	 The two Tallinn Manuals, which focus on the international law applicable 
to cyber warfare and cyber operations, prepared by an independent inter-
national group of experts (Schmitt, 2013, 2017). While these Manuals 
were commissioned by the NATO Cooperative Cyber Defense Centre of 
Excellence and are hence not universally accepted, they posit detailed 
principles for potential reference.

•	 The 2018 Paris Call,25 which focuses on preventing activity that damages 
the availability of the public core of the Internet and supports efforts by 
states, civil society, and the private sector to support victims of the mali-
cious use of Information and Communications Technology (ICT) during 
and outside of armed conflict. 

•	 The proposal for a new Digital Geneva Convention by Microsoft, which 
seeks to commit governments not to engage in cyberattacks on the private 
sector, government services, and civilian infrastructure and to forswear the 
stockpiling of “zero-day vulnerabilities”26 (Smith, 2017). 

In addition to these multi-lateral efforts, a series of bilateral cyber agree-
ments could provide inspiration for future ceasefires. The most notable are 
the 2013 Russia-US ICT security cooperation agreement, which takes a 
transparency and confidence building approach; the 2015 China-US cyber 
agreement, which entails commitments to timely responses to requests for 
information and assistance in response to malicious cyber activities; and the 
2015 agreement on cooperation between China and Russia, which under 
some interpretations includes a cyber non-aggression pact and mutual assis-
tance provisions (Korzak, 2015). 

With this background, we present some initial proposals to peace-
makers for ceasefire provisions related to offensive cyber capabilities. In 
drawing upon international efforts to develop cyber norms, we follow the 
UN ceasefire guidance, which suggests consideration of relevant global con-

24	� Available at cis-legislation.com/document.fwx?rgn=28340.
25	� The Paris Call is composed of 74 states, 333 international and civil society organizations, and 608 

private sector entities but does not include China, Iran, Israel, North Korea, Russia or the US. 
26	� A zero-day vulnerability is a computer-software vulnerability that is unknown to the party or parties 

responsible for patching or otherwise fixing the flaw until it is actually being exploited as part of an 
attack (the zero day).	

http://cis-legislation.com/document.fwx?rgn=28340
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ventions and policy frameworks, as well as international law and internation-
al humanitarian law for inclusion in ceasefires (United Nations, 
forthcoming).

Basic Principles of Constraint on Cyber Operations: These could be included in 
the sections of the ceasefire agreement focused on declarations of principles. 
Possible options could include one or some combination of the following: 
•	 a simple statement that the conflict parties commit to observing interna-

tional law and/or international humanitarian law in respect of their cyber 
operations; 

•	 an endorsement of the 2015 UN GGE norms (or specific key norms, con-
fidence building measures, and crisis management protocols within them); 

•	 an endorsement of frameworks related to cyberspace developed by region-
al organizations that the conflict parties are members of (for example the 
OSCE or the Shanghai Cooperation Organisation); or

•	 an endorsement of more detailed, non-governmental developed principles 
such as those in the Tallinn Manuals or the Paris Call. 

Cyber-related Communication and Information Sharing Mechanisms: A num-
ber of multilateral cyber frameworks and bilateral agreements provide start-
ing points that could be adapted for a ceasefire agreement’s section on coor-
dination and management arrangements. Examples include
•	 voluntary communication, information-sharing, and transparency mech-

anisms contained in the 2015 UN GGE norms and the OSCE’s 16 ICT 
confidence building measures, including possibly disclosing information 
regarding the conflict actors’ cyber rules of engagement (which are often 
opaque);

•	 provisions to share threat indicators between national CERTS/CSIRTS 
regarding malicious cyber activity that appears to originate from each 
other’s territory and standing mechanisms for communication at techni-
cal and senior political levels to reduce the possibility of misperception 
and escalation (possibly modeled on those contained on the series of bi-
lateral agreements between China, Russia, and the US). 

Specific Cyber-related Definitions: There are no universal definitions for con-
flict-related terminology, and individual ceasefire agreements use similar terms 
in ways most appropriate for the conflict context and political sensitivities of 
the actors. This makes clarity in terminology of the utmost importance, so 
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much so that the inclusion of a glossary or definition of terms is one sign of a 
technically sound agreement (Haysom & Hottinger, 2004: 4; United Nations, 
forthcoming). Such a practice has, for example, been attempted in the 2009 
Shanghai Cooperation Organisation agreement and the 2015 bilateral Chi-
na-Russia deal on the “international information space,”27 which contain an-
nexes defining key ICT terms utilized in the respective texts such as “war,” 
“weapons, “security threat[s],” and “critically important [infra]structures.”
Prohibited Acts: All ceasefire agreements include prohibited behaviors, but 
there is variation in the level of detail provided, including on the scale and 
the scope of prohibited actions. For a cyber ceasefire agreement, the parties 
will need to determine what constitutes a cyberattack, which level of severity 
of attacks is prohibitive, and how this relates to espionage. While there can 
be no single template for a section dealing with prohibited acts, several op-
tions are possible:
•	 First, parties could prohibit cyberattacks in relation to their effects rather 

than the technical nature of a cyber operation (Schmitt, 2017: 415). In 
this sense, cyber operations that can be reasonably expected to cause inju-
ry or death to persons or damage or destroy objects could be proscribed 
(e.g., certain effects of infrastructure or data attacks). 

•	 Second, prohibitions could focus on the target, e.g., proscribing cyberat-
tacks on civilians, civilian objects, and certain types of infrastructure or 
organizations, such as national CERTs/CSIRTs (Schmitt, 2013; Nye, 
2017; United Nations, 2015) 

•	 Thirdly, prohibitions could focus on the operation of particular public and 
government services. The Paris Call (2018) and the Global Commission on 
the Stability of Cyberspace (2019), for example, suggest the prohibition of 
activities that damage the public core or availability of the Internet, which 
could apply both to a state’s efforts to use DDoS attacks to disconnect an 
adversary from the global Internet (such as with Estonia in 2007) or the 
use of internet shutdowns in civil conflicts. In a similar vein, Microsoft has 
proposed norms against cyber operations that result in the disruption of a 
government’s core civilian functions and services (Microsoft, 2019).

•	 Fourthly, prohibitions could be extended to cyberespionage activities that 
are hard to distinguish from the implanting of malicious code to conduct 
future offensive cyber operations. Effectively banning new implants would 

27	� “International information space” is the preferred nomenclature of Shanghai Cooperation Organisa-
tion members for cyberspace.
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also make it more difficult to re-start a campaign of cyberattacks quickly 
and reduce the risk of misunderstanding leading to escalation (Harold, 
Libicki & Cevallos, 2016: 73). Such a prospective prohibition was report-
edly discussed in the 2015 China-US cyber talks (Sanger, 2015), has been 
a focus in China-US Track II cyber discussions (Harold, Libicki & Cev-
allos, 2016), and has been publicly called for by senior Russian officials 
(Markoff & Kramer, 2009). However, it would be exceptionally difficult to 
monitor or enforce. 

•	 Finally, prohibitions could focus on particular actors, such as proxy forces. 
This would build on existing practice in ceasefire management, which 
sometimes requires actors to take responsibility for their proxy forces 
(Haysom & Hottinger, 2004). The 2015 UN GGE report proposes a 
norm that states should not use proxies to commit internationally wrong-
ful acts using malicious ICTs or to knowingly allow their territory to be 
used to do so. The cyber-related literature explores more specific prohibi-
tions. These include commitments by states to close down cyber chat 
rooms involved in organizing and conducting denial of service attacks, to 
shut down bot networks hosted on its territory, to commit to end official 
rhetoric that could be seen as encouraging hacker groups to conduct cyber 
operations, and to end any funding of and the transfer of software tools to 
non-state hacker or criminal groups (Healey, 2012a,b). These steps might 
also be an important move in attempting to manage the potential for 
spoiler behavior by hardline factions among the conflict parties who may 
favor the continuation of hostilities. 
Maurer (2018) cautions, however, about the need to be realistic regarding 
what control state actors can achieve over their proxies. His analysis sug-
gests that signatories to a ceasefire agreement should only expect each 
other to “manage rather than prohibit” their proxies’ activities. Notwith-
standing this, he provides examples of China (in 2001) and the US (in 
2003) using a combination of public disavowing of hacking campaigns, 
official statements regarding the illegality of certain hacking activities, 
and even op-eds from former hackers to reign in cyber proxies (Maurer, 
2018: 147, 152).

Commitments to Provide Mutual Assistance: As we have emphasized, moni-
toring and verifying cyber incidents is notoriously difficult. But within cease-
fires, the purpose of incident monitoring and verification is not attribution, 
accountability, or sanctioning violators per se. Instead, it is to enhance the 
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credibility and sustainability of the ceasefire by increasing the predictability 
of the parties’ behavior, promoting joint problem solving, and preventing the 
recurrence of incidents (United Nations, forthcoming). In the cyber realm, 
we suggest that these functions could, at least in part, be furthered by an em-
phasis on mutual assistance provisions. 

Under this approach, parties could agree to “mutual assistance” provi-
sions in a ceasefire agreement so as to credibly signal a stronger intention to 
abide by its terms and jointly address problems that arise during implemen-
tation. This would create additional self-imposed reputational costs if a party 
were to renege (as well as some implicit assumption of blame for the inci-
dent). Conversely, a conflict party that provides the agreed assistance in the 
case of a cyber incident would increase trust and reduce the likelihood of the 
escalation of low-level violations or repetition of genuine accidents. Such 
provisions could build upon the norm to provide information and assistance 
in response to malicious cyber activities contained in the 2015 GGE report 
(especially in the case of attacks on critical infrastructure) and the text of the 
mutual assistance provision contained in the 2015 China-Russia bilateral 
agreement. 

Ceasefires could also include more specific required actions, such as 
by signatories committing to cut off malicious internet traffic originating 
from their own territory in the case of a cyber incident, disabling botnets 
engaged in DDoS attacks from their territory, or agreeing to co-finance a 
mixed body of ceasefire signatories and private and non-governmental tech-
nical specialists to investigate major cyber incidents. Such investigations 
would not necessarily be mandated to attribute responsibility for incidents, 
but they could still act as a disincentive against offensive operations because 
they could result in the public disclosure of the code and specifics of the cy-
ber tools used in the attack. These are capabilities that actors generally prefer 
to keep secret so as to preserve their value for future use (Rauscher & Korot-
kov, 2011; Kavanagh & Cornish, 2020). Finally, the signatories could also 
agree to co-sponsor requests to third-party or neutral countries to cut off 
malicious traffic transiting through their jurisdictions.

Setting out the Role for Third Parties: Ceasefire agreements often delegate sup-
port and implementation roles to third parties or anticipate ancillary agree-
ments to set out these functions (Haysom & Hottinger, 2004). These roles 
can include chairing ceasefire management organizations, participating in 
monitoring mechanisms, and providing technical advice (Brickhill, 2018; 
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United Nations, forthcoming). Beyond these standard functions, there are 
multiple ways in which third parties might be involved with the cyber com-
ponents of ceasefires: 
•	 Cyber operations take place on the networks and systems of private com-

panies. Ceasefire agreements could therefore engage third-party, private 
network operators to practice what Healey (2012a: 31) refers to as “com-
mercial neutrality” and establish anticipatory mechanisms to coordinate 
efforts to suppress attack traffic during ceasefire implementation. 

•	 Technical bodies, academic centers, research institutes, and civil society 
organizations may well be critical to future cyber-related fact-finding or 
monitoring mechanisms (Kavanagh & Cornish, 2020: 9). Future ceasefire 
negotiations could thus devote attention to the composition of any envis-
aged investigative and monitoring teams and to associated protocols for 
their access to the parties’ network systems so that these mechanisms will 
have maximum credibility. Such teams will likely need to have a mix of 
different technical profiles and geographic and national backgrounds to 
enhance their political acceptability to the parties, making CSIRT net-
works such as Forum of Incident Response and Security Teams (FIRST), 
which is composed of 575 CERTs/CSIRTs from 97 countries (as of May 
2021), a potentially useful resource.

•	 Increased engagement with state actors that are not party to the conflict 
may be required. Building on the proposed norm from the 2015 UN 
GGE report that states should respond to an appropriate request for as-
sistance from another state whose critical infrastructure has been subject 
to a malicious ICT act, a ceasefire agreement could include a general ap-
peal to certain or all states not to transmit malicious traffic. This appeal 
could be further endorsed by relevant regional organizations or even the 
United Nations Security Council. There is precedent for such action, as in 
certain high-profile civil wars the Security Council has instructed all UN 
member states to support the implementation of certain aspects of cease-
fire or peace agreements.28 

28	� See Security Council resolution 2268 (2016), which endorsed a CoH in Syria. This resolution “urges” 
all UN member states “to use their influence with the parties to the cessation of hostilities to ensure 
fulfilment of those commitments and to support efforts to create conditions for a durable and 
lasting ceasefire.” 
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4.2.2.	 Possible Cyber Ceasefire Conceptual Frameworks (CCCFs)
Having provided initial options for the individual cyber elements of ceasefire 
agreements, we turn our attention to how these individual components could 
be assembled to respond to the particular dynamics and needs of different 
conflict contexts. As previously noted, in doing so we rely upon Brickhill’s 
(2018) notion of a ceasefire conceptual framework. A ceasefire concept is a 
summation of the overarching vision of the agreement and what it seeks to 
accomplish, which should in turn provide guidance for which specific ele-
ments should be contained in the agreement and the relationship between 
the various mechanisms and tools that comprise it. Using this approach, we 
present four possible CCCFs. These are not mutually exclusive, and elements 
of them can conceivably be combined. But as specified, these CCCFs em-
body different conceptual approaches that could be followed to include the 
cyber domain in a conflict termination process.

4.2.2.1	CCCF 1: “Acknowledgment”
The initial challenge facing peacemakers attempting to incorporate a cyber di-
mension into ceasefire negotiations is that parties may deny knowledge of, and 
participation in, these activities. As noted, some of the actors carrying out of-
fensive cyber operations for a conflict party, such as an intelligence agency, may 
be especially reluctant to participate in formal negotiations. In this context, 
developing extensive cyber-related ceasefire provisions would be challenging. 
The first approach to incorporating cyber provisions within a ceasefire could 
then be obtaining a collective acknowledgment that cyber operations are oc-
curring in the conflict and to ensure that the stopping of cyber activities, even 
if loosely defined, is understood to be part of a broader cessation of hostilities. 

This CCCF could conceivably arise in both inter-state and intra-state 
contexts and, similar to provisions included within conventional and relatively 
informal CoH arrangements, would not require detailed specifications of key 
terms, concepts, and prohibited activities. Nor would this CCCF require the 
establishment of ceasefire management structures or incident response mech-
anisms. An Acknowledgement CCCF would not necessarily even require any 
direct negotiating contact between the conflict parties. Simply acknowledging 
the cyber dimension, and providing a commitment to cease offensive cyber activi-
ties, does not then require that the parties delve into the profound difficulties 
associated with proscribing and monitoring activities in cyberspace, nor that 
the parties accept responsibility for any previous acts. It simply involves a 
commitment not to undertake any such acts in the future.
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A simple commitment to cease cyber operations might be capable of 
resulting in a reduction in offensive cyber operations and/or reigning in 
proxy forces, thereby signaling a willingness by parties to explore political 
negotiations and a more formalized ceasefire to end a conflict. Even without 
monitoring and verification, the parties may be able to evaluate each other’s 
adherence to these basic commitments if cyber operations are easily detect-
able by an opponent. For example, if there is an observable reduction in the 
volume and frequency of cyberattacks and the online distribution of damag-
ing disinformation as compared to prior to the cessation agreement or an 
end to a distributed denial of service attack or internet shutdown. 

4.2.2.2	CCCF 2: “Constraint and Coordination”
An alternative CCCF could be based around constraint and coordination. 
This is appropriate when conflict parties acknowledge that cyber operations 
are a feature in the conflict and want to commit to constraining future cyber 
operations, but lack the capacity, time, or incentives to draft a detailed cyber 
ceasefire agreement. This conceptual framework calls for the parties to en-
dorse general principles related to cyber operations, establish informa-
tion-sharing and communication channels to reduce the risks of escalation, 
and structure future institutional coordination around cyber activities during 
the ceasefire. 

As compared to an Acknowledgement CCCF, this type of agreement 
would require more specific cyber provisions to be incorporated into cease-
fire texts. Basic principles of constraint on cyber operations could be set out in 
sections of an agreement focused on the declarations of principles. Possible 
textual options for accomplishing this could include one or some combina-
tion of the following: a reference to a need to stop all forms of violent activ-
ities, including those relating to offensive cyber operations; simple state-
ments by the conflict parties that they will observe international law in 
respect of their cyber operations; or a more specific endorsement of the 2015 
UN GGE or other regional or non-governmental norms. 

Turning to provisions to foster cyber coordination between parties, the 
aim here would be to foster new forms of institutional coordination that can 
manage future cyber incidents that might undermine the ceasefire. As de-
scribed in section 4.2.1, a number of multilateral cyber frameworks and exist-
ing bilateral agreements provide communication and transparency confidence 
building measures that could be adapted and incorporated into a ceasefire 
agreement’s section on coordination and management arrangements. 
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4.2.2.3	CCCF 3: “Comprehensive Management”
A third possible CCCF focuses on the comprehensive management of of-
fensive cyber capabilities during conflict. This would be appropriate when 
cyber capabilities are both a significant feature of a conflict and the parties 
have a clear desire to scale back these activities. In addition to basic principles 
of constraint and cyber coordination mechanisms, a Comprehensive CCCF 
would call for several more detailed provisions within a ceasefire agreement. 
As a result, it is likely that a list of specific cyber-related definitions would be 
required for such agreements.

Prohibited acts would be another necessary component of this CCCF. 
Logically comprehensive CCCFs would demand the greatest specificity on 
the scale and the scope of prohibited actions. While attempts to agree on 
prohibited cyber activities is likely to prove contentious, the preceding sec-
tion provided a series of options for pursuing this task (prohibitions on op-
erations with certain violent or destructive effects, prohibitions on targeting 
civilians and civilian infrastructure, prohibitions on disrupting internet and 
public services, prohibitions on new cyber implants in opponents’ networks, 
or prohibitions on proxy activities). 

Commitments to mutual assistance could also be important for a com-
prehensive CCCF. As we have shown throughout this paper, while monitor-
ing, verifying, and attributing responsibility are important to traditional 
ceasefires, it is very difficult to carry out these functions in cyberspace. If this 
particular tool of verification and accountability is therefore not feasible for 
offensive cyber operations, other approaches should be relied upon in its 
place. Indeed, one practitioner axiom is that ceasefires should not attempt to 
“monitor the unmonitorable” as this will ultimately detract from the credibil-
ity of the ceasefire.29 

Our main innovation in this respect is for the ceasefire agreement to 
establish clear mutual assistance obligations in the case of cyber incidents. 
We have provided several options for mutual assistance provisions, including 
cutting off malicious traffic originated from territory controlled by one of the 
parties, co-sponsoring requests to neutral states to take similar steps, and 
advance funding of mixed investigative teams to study the technical detail of 
major cyber incidents. We hope that these and other ideas could potentially 
increase trust, boost the reputational and tactical costs of defecting from cy-

29	� Authors’ correspondence with Julian Hottinger, January 2021.
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ber ceasefire agreements, foster joint problem solving, and thus reduce the 
likelihood of escalation from misperceptions or low-level incidents. 

Setting out the role for third parties is the final area we suggest might be 
necessary in a comprehensive CCCF. As these agreements are more ambi-
tious, they will likely require support from private sector network operators 
and software producers during implementation to help mitigate the effect of 
future incidents; an analogous role for outside states with respect to mali-
cious cyber traffic and proxy activities; and the anticipatory engagement of 
technical bodies, academic groupings, research institutes, and civil society 
organizations to assist in incident investigations. 

4.2.2.4	CCCF 4: “Cooperation”
Our final possible conceptual cyber ceasefire framework applies to contexts 
in which a conflict is approaching a comprehensive peace agreement. In this 
context, conflict parties normally negotiate a definitive ceasefire, a formal 
agreement at the conclusion of the peace process that sets out how the par-
ties will end the war. In civil war, for example, these agreements can provide 
for actions such as the disarming and demobilizing of non-state armed 
groups and a major restructuring of extant security forces to institutionalize 
cooperation between the former belligerents. Definitive ceasefires are then a 
key outcome of peace talks, entering into effect alongside a peace agreement 
covering the political issues underlying a conflict. 

A Cooperative CCCF would likely be part of a definitive ceasefire. 
There likely cannot be a cyber equivalent to conventional disarmament. 
However, in principle, parties could take pro-active measures to move from a 
conflictual to a cooperative relationship. This might include committing to re-
move malicious software already implanted in a former adversary’s networks 
by some means or other– or, even more definitively, engaging with former 
adversaries in a coordinated disclosure of the particular hardware- and soft-
ware-based network vulnerabilities that were used to gain access to their 
networks for offensive cyber operations. This would be broadly equivalent to 
measures in conventional definitive ceasefires that commit the parties to re-
move any sources of danger to the local civilian population that they were 
responsible for creating (e.g., minefields). 

Would conflict parties ever be willing to disclose this sensitive and 
valuable information? The negotiation of a definitive ceasefire always re-
quires the incremental disclosure of sensitive information regarding the par-
ties’ order of battle (Brickhill, 2018). This involves sharing strategic military 
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secrets that would make a party vulnerable in the event that their opponent 
reneged. It is then conceivable that vulnerabilities that were previously used 
to gain access to an opponent’s network could likewise be shared as the par-
ties move towards a more collaborative phase of relations. When considering 
the feasibility of such disclosures, it should be noted that in some circum-
stances states already voluntarily choose to disclose vulnerabilities that could 
be exploited to gain unauthorized access to private companies or other states’ 
networks and systems (Lyngaas, 2015). There has also been international 
effort to build norms against the stockpiling of such vulnerabilities for mili-
tary purposes (United Nations, 2015; Paris Call, 2018; Global Commission 
on Stability in Cyberspace, 2019; Microsoft, 2019). We do not, however, 
wish to understate the complexity that such disclosures would entail. For 
example, such steps would likely require the involvement of private sector 
vendors to patch vulnerabilities relevant to their products. This could raise 
additional complications, such as reputational damage to the conflict parties 
and concerns about revealing intelligence sources and methods to private 
companies.
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5.	 Conclusions
Offensive cyber capabilities are now a part of the conflict landscape. Yet to 
date, their impact has been relatively limited in comparison to kinetic mili-
tary approaches. As we noted in the introduction, this leaves scholars of cy-
ber conflict with a dilemma: “overstate the potential lethal and physical harm 
caused by offensive cyber capabilities in order to secure policy-makers’ atten-
tion” or characterize cyber capabilities as mostly non-violent and compara-
tively insignificant and risk overlooking the effect that they can have on a 
peace process (Shires & Egloff, 2020). In the case of ceasefires specifically, we 
counsel against this binary framing. Rather than focus on the as yet unde-
monstrated ability of these technologies to cause death or physical destruc-
tion on a large scale, we instead call attention to their potential to undermine 
a wider ceasefire process if left unregulated. The temptation created by the 
difficulties in attributing responsibility for cyber operations, the attractive-
ness of these capabilities as a tool to inflict costs on adversaries, and differing 
standards between states as to when a cyberattack rises to the threshold of 
the use of force present new and important risks to the stability of ceasefire 
regimes.

In response, we have made a first attempt to provide a practical frame-
work for peacemakers working on this novel aspect of contemporary conflict. 
Our recommendations address what we have identified as a growing need to 
be prepared to discuss offensive cyber capabilities in ceasefire negotiations. 
Prior to future ceasefire talks, we recommend that conflict analysis be under-
taken to assess the presence or absence of offensive cyber capabilities and 
operations in the conflict landscape. Where offensive cyber capabilities pose 
a salient threat to the peace, we believe that they should be incorporated into 
the process design and substance of ceasefire negotiations and agreements. 
We have therefore provided some initial considerations and options for ac-
complishing this task. In this respect, we are in line with the UN Guidance 
for Effective Mediation. This guide lists “preparedness,” which includes the 
completion of a comprehensive conflict analysis and ensuring that the medi-
ation team possesses the appropriate process design and technical expertise 
for the specific conflict situation, as a mediation fundamental (United Na-
tions, 2012). 

Finally, if conflict parties opt to incorporate restraints on cyber capa-
bilities into a ceasefire agreement, we recommend the development of a con-
ceptual framework to determine the broad goal of the cyber dimension of 
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the ceasefire. We also elaborate four possible options for cyber ceasefire con-
ceptual frameworks (“Acknowledgement,” “Constraint and Coordination,” 
“Comprehensive Management,” and “Cooperation”) as well as combinations 
of associated technical provisions. 

There will likely be many challenges associated with incorporating 
cyber capabilities into ceasefire agreements. Given the clandestine nature of 
most cyber capabilities, there will always be a temptation for conflict parties 
to keep them confidential as they agree conventional ceasefire provisions, 
retaining a strategically valuable tool that is hidden from their opponent. 
And as we discuss in detail, problems loom large with regards to monitoring 
and verifying cyber incidents, balancing precision with implementability, in-
tegrating new classes of participants into ceasefire talks, the non-physical 
nature of cyberspace, and how to handle cyberespionage.

We therefore offer our proposals as a starting point to invite critical 
discussion and stimulate further thinking. In debating whether these ideas 
fall within the realm of the possible, we invite readers to recall the particular 
context of ceasefire negotiations which aim to end an armed conflict as com-
pared to the more general difficulties entailed in achieving international con-
sensus on regulating offensive cyber capabilities. Successful ceasefire negoti-
ations rely upon political and military judgments by conflicting parties that 
certain defined commitments and prohibitions are in their common strategic 
interest at a specified place and time.30 The success of any such initiative is 
ultimately rooted in the willingness of the parties to follow up on their com-
mitments rather than discrete enabling tools such as monitoring and verifi-
cation (United Nations, forthcoming). We submit that when conflict parties 
have made the strategic decision to explore a negotiated halt to fighting, it 
should be possible to agree and implement restraints on offensive cyber op-
erations if they are perceived as linked to this broader goal. The responsibility 
of peacemakers in such circumstances is to assist the conflict parties to pre-
pare for and structure this novel, and increasingly relevant, area of peace 
negotiations. 

30	� One comparator may be bilateral arms control treaties, which rely on analogous strategic judge-
ments by their signatories to enter into commitments that go beyond legal or normative obligations 
(Arimatsu, 2012).
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